TTAMATKA ONS OETEN

C KaXAbIM TOAOM MOJIOeXU B WUHTepHeTe CTAHOBUTbCA 6onblie, a
WKOSMbHUKU OAHU U3 CAMBIX GKTUBHLIX Mosb3osaTteniel PyHeta. Mexay Tem,
MOMUMO OFPOMHOIO KONMUYEeCTBA BO3MOXHOCTEM, WUHTepHeT HeceT WU
nNpobriembl. OTa NAMSATKA AOMXHA MOMOYb Tebe 6e30NacHO HaXo0AUTLCA B CeTU.

KomnbloTepHbie BupycChr

KomnbroTepHbIN BUPYC - 3TO pa3HOBUAHOCTb KOMMbFOTEPHLIX MPOrpPamM,
OTNUYUTENbHOU  OCOBEHHOCTbHO  KOTOPOM  gBnsetca  CNoCobHOCTb K
PA3sMHOXeHUro. B ponomnHeHWe K 3TOMY, BUPYCbI MOFYT MOBpeAuUTb UMK
MOSNIHOCTBHO  YHUUTOXUTb BCe (PAWNBI WU AAHHbIE, MNOAKOHTPOSbHbIE
nonb3oBaTesnko, 0T UMeHU KOTOpOoro 6blna 3anylieHa 3apaxeHHas Nporpamma,
a TaKXe NoBpeauUTb UMUK AaXe YHUUTOXUTb ONepaLnoHHYHO CUCTEMY CO BCEMU
painamu B Lenom. B bonblunHcTBe cnyyaes pacnpoCcTpaHSHOTCS BUPYChI Yepes
WUHTepHerT.

MeToabr 3aWMTLEI OT BpeAOHOCHBIX MPOrPaAMM:

1. icnonb3y’h  coBpemeHHbIe  OMepauMmoOHHbIE  CUCTEMBI,  UMerolue
cepbe3HbIN YpOBeHb 3aWMTLI OT BPeAOHOCHBIX NMPOrpamm;
2.TTocTosHHO ycTaHaBnuBav natyum  (UUCpPOBLIE 3aNNATKU, KOTOpbIe

aBTOMATUYECKU YCTAHABIIUBAFOTCA C Leslbko AOPabOTKU MpOrpammbI) U

Apyrue O6HOBfieHUs CBOEU OMepaumoHHOU cucTembl. Ckaumsa UX

TONbKO C oguuManbHoro camta paspabotumka OC. Ecnu cywectsyer

pexXum aBTOMATUYECKOTrO OBHOBNEHUS, BKNFOUU ero;

3.Pabotah Ha cBoemM KOMMblOTEpe MOA NPABAMM MOMb30OBATENs, a He
aAMUHUCTPATOpPa. 3TO He NOo3BONUT  HONbLWUHCTBY  BPeAOHOCHBIX

APOrpamm UHCTANIMPOBATLCA Ha TBOEM MepCOHANbHOM KOMMbFOTepe;

4.Vcnonb3yX  GHTUBUpPYCHbIE  MPOTPAMMHBIE  MPOAYKTbI  U3BECTHBIX
npou3soauTeniel, ¢ aBTOMaTU4eckum obHosneHuem 6as;

5. OrpaHUyYb PU3UYECKUM AO0CTYN K KOMMbFOTEpY AN NOCTOPOHHUX NuL;

6.Ycnonb3yii BHeWwHWe HOCUTENU UHPOPMALUU, TaKUE KaK prelka, AUCK

WU Pain U3 UHTEpHETA, TOSNbKO U3 NpOBEpeHHbIX UCTOYHUKOB;

7.He oOTKpbIBAM KOMMbrOTEpHbIE (PAMMBLI, MOJSyYeHHbIe U3 HeHaAeXHbIX
NUCTOUHUKOB. [laxe Te qannbI, KOTOpbIe NpUCNan TBOU 3HAKOMBIN. JTyuwe
YTOUYHU Y Hero, oTnpasnasn M oH Tebe ux.

Cetu WI-FI
Wi-Fi - 370 He BMA nepenayn AAGHHLIX, He TeXHONOrUs, a BCero uLb
6peHa, mapka. Ewe B 1991 roay HUAepnaHACKas KOMNAHUA 3aperucTpuposana



6peHn "WECA", uto o0603Hauano cnoeocodetaHue "Wireless Fidelity",
KOTOpbIN NepeBoAmTCo Kak "becnpoBoaHas TOUHOCTL".
[o Hawero spemeHu gowna apyras ab6pesuatypa, KOTOpas ABNAETCA TAKOU Xe
TexHonorueu. 310 abbpesmatypa "Wi-Fi'. Taxkoe HassaHwe 6bIno AaHO ¢
HAOMEKOM Ha CTaHAAPT BbICWEW 3BYKOBOW TexHUku Hi-Fi, 4uto B nepesoge
O3HayaeT "BbICOKAS TOYHOCTL".
[a, 6ecnnaTHLIN UHTEpHET-AOCTYN B Kagpe, OTensx U asponopTax ssrsercs
OTJZINUHOM BO3MOXHOCTbHO BbBIXOAA B WHTepHeT. Ho MHoOrue 3KcnepThl
cumTaroT, Yto obuwenoctynHelie Wi-Fi cetu He apnarotca 6e3onacHbLImMU.
Cosetbr nNo 6e3onacHocTu paboter B obuwenoctynHerx cetax Wi-fi:
1. He nepenasavi CBOO NUUHYHO UH(POPMALNIO Yepes oblenocTtynHbeie Wi-
Fi cetn. Pabotas B HUX, XenaTenbHO He BBOAUTL MAPONU AOCTYNaQ,
NOTUHBI U KaKue-TO Homepa;
2.hcnonb3yn u 06HOBNAN GHTUBUPYCHbIE NMPOrpammebl U bpaHamayep. Tem
CaMBbIM TbI Obe3onaculub ceba OT 3aKa4KM BUpPYCa Ha TBOE YCTPOMCTBO;
3.TTpu wucnonb3osaHuu Wi-Fi oTknroum @yHkumro "Obwmii aoctyn K
parnam u npuHtepam”. [laHHas yHKUUS 3aKpbITa MO YMONYAHUKO,
OAHAKO HeKOoTopble NOJIb30BATENU AKTUBUPYHOT ee Ana yaobcTea
MCNONb30BaHUA B paboTe uUnum ydebe;
4.He ucnonb3yn nybnuuHein WI-FI pna nepenaum SUYHBIX AGHHBIX,
Hanpumep A9 BBIXOAA B COLMATIbHBIE CETU UMNU B SNTEKTPOHHYHO MOuTY;
5.Ucnonb3yu ToNbKo 3awmieHHoe coeauHeHue Yepe3 HTTPS, a He HTTP,
T.e. Npu Habope Beb-aapeca BBOAU UMeHHO "https://";
6.B mobunbHom TenegoHe oTknrouUu pyHkuuro "TloakntoyeHue k Wi-Fi
asTomatuyeckun'. He ponycka  aBTOMATUYECKOrO  MOAKMHOYeHUs
ycTpouncTea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHbie cetu

CoumanbHble CeTU GAKTUBHO BXOAAT B HAWy XW3Hb, MHOrMe JHOAU
paboTaroT U XUBYT Tam nocTosHHO, a B Facebook yxe 3aperucrtpuposaH
MUNNNAGPA YenoBeK, YTO ABNSeTCS OAHOW CeflbMOU BCeX XUTeflel MnaHeTsl.
MHorve nonb3oBatenu He NOHUMAOT, YTO UHPOPMALIUSA, pa3MeLLeHHAas MU B
COLUMArIBHBIX CeTax, MOXeT 6bITb HalAeHa U UCMOMb30BaHA Kem YroaHO, B TOM
umucne He ob6a3atenbHO ¢ 6:1arMmm HamepeHUaIMU,
OcHoeHble coseTbI NO 6e30NAaCHOCTU B COLIMAIMBHBIX CeTaX:

1. OrpaHuyb cnucok apyseid. Y teba B Apy3bax He AOSIKHO 6bITb CNYYAUHBIX
W He3HAKOMbBIX NoAen;



2.3aWmWa CBOKO YACTHYHO XMU3Hb. He ykasbIBa NAponu, TeneoHsl,
aapeca, AATy TBOero PpOXAeHUS U ApYryH JIUYHYHO UH(POPMALMUIO.
3NOYMBILWNEHHUKU MOTYT UCNOMb30BATL AdXe UHPOPMALUKO O TOM, KaK
TbI U TBOU POAUTENU NIIAGHUPYeTe NPOBECTU KAHUKYIIBI;

3.3awman ceorO penyTaUUKO - AepXU ee B YUCTOTe U 3aAdBak cebe
BOMpOC: XoTen 6bI TbI, YTOOLI Apyrue MNonbL3oBATENU BUAEMU, UTO TbI
3arpyxaews? TToaymaid, npexae 4em 4To-TO ONy6NMKOBATL, HANUCATbL U
3arpysuTh;

4.Ecnu TbI roBOpULLb C NFOABMU, KOTOPLIX He 3Haelb, He UCMONb3yW cBOe
pearibHoe UMS U APYTYHO JIUUHYHO  UHPOPMALMU:  UMS, MecCTO
XUTenbCTBA, MeCTO y4ebbl U npodee;

5.U3berat pasmeleHus qotorpagpui B NHTepHeTe, rae Thl U306paxeH Ha
MeCTHOCTU, NO KOTOPOW MOXHO OnpeaesiuTb TBoe MeCToMNonoXeHue;

6.TTpu peructpauym B COUMANBHOU CeTU HeobXO0AUMO WUCMONb30BATDH
CNOXHbIe Naponu, coctosiwme U3 6yKB U LUPP U C KOJIUYECTBOM 3HAKOB
He MeHee 8;

7.0na coumanbHOU cetTu, NOYTBI U ApYrUX CauToB Heobxoaumo
MCNONb30BATb pasHbIe Naposin. Toraa ecnu Teba B3NOMArOT, TO
3/T0YMBILNEHHUKM NOJy4aT AOCTYN TOMbKO K OAHOMY MecCTy, a He BO BCe

cpasy.

DNeKTpOoHHLIE AeHbrU

ONeKTPOHHbIEe AeHbrU - 3TO OYeHb YAOOHLIM cnocob nnatexew, OAHAKO
CYLLEeCTBYFOT MOLEHHUKU, KOTOpbIEe XOTAT MOJyYUTb 3TU AeHbrU.
DNeKTpOHHbIE AeHbrU MOSBUIIUCL COBCeM HeAdBHO U UMeHHO U3-3a 3TOro BO
MHOTFUX FOCYAAPCTBAX AO CUX MOP He NPOMUCAHO NPO HUX B 3aKOHAX.
B Poccuu xe OHU PYHKLIMOHUPYHOT U O HUX YXe MPOMUCAHO B 3aKOHe, rae Ux
pas3aensroT Ha HeCKOMbKO BUAOB - AHOHUMHbIE U He aGHOHWUMHbIe. PasHuua B
TOM, YTO GHOHUMHbBIE - 3TO Te, B KOTOpbIX paspeLiaetcs NpoBOAUTL Onepauuu
6e3 uaeHTUPUKALUUM Mosnb3oBaTesns, @ B HEAHOHUMHBLIX WUAEHTUPUKALUS
nonib3oBatens aBngerca 0bg3aTesibHON.
Takxe cnepyeT pasnuuatb  3MEKTPOHHbIE — (PUATHbIE AeHbru  (paBHbI
rOCyAapCTBEHHbIM BASIKOTAM) U 3NIeKTPOHHbIE HedUuaTHbIe AeHbru (He paBHbI
rOCYAApPCTBEHHbIM BASIFOTAM).
OcHosHbre coseThl No 6esonacHou paboTte C 3NeKTPOHHLIMU AeHbramu:

1. TTpuBaxu K cyeTy MOOUIBbHLIM Tene@oH. 3TO CAMBIA YAOOHLIA U
6bICTPLIM CNOCOb6 BOCCTAHOBUTL AOCTYN K cYeTy. TTpmuBa3aHHbLIN TenegoH



NOMOXeT, ecnu 3abydellb CBOM NNATEXHLIA MAPONb UMK 3aMAellb Ha
CAMT C HE3HaKOMOIO YCTPOUCTBA;

2.cnonb3yu opHopasosble naponu. Tlocne nepexofa HA YCUNEHHYHO
asTopusauuto Tebe yxe He 6yaeT yrpoxaTb OMACHOCTb KPAXu UK
nepexeara NnaTexHoro napons;

3.Bbibepu cnoxHeid naponb. TTpecTynHukam 6yaeT He NpoOCTO yraaathb
CNOXHbLIW Naponb. HaaexHbIe Naponu - 3To NApOSIU, KOTOpbIe CoAepXar
He meHee 8 3HAKOB U BKMHOYAHOT B cebsa CTpOYHbBIE U MpONUCHbIe bYKBBI,
LMMPPLI U HECKOSIbKO CUMBOJIOB, TAKME KAK 3HAK Aonnapa, yHTa,
BOCKAMLATENbHLIN 3HaK U T.n. Hanpumep, $tRONg!;;

4.He BBOAU CBOU NNYHbIE AAHHbIE HA CAUTAX, KOTOPLIM He AoBepsellb.

DNeKTpoHHas nouyta

DNeKTpPOHHAA MOYTA - 3TO TeXHONOTUS U MpefocTassisiemble ero YCyru
MO nepecblfike U  MONYYEHUHO 3MeKTPOHHBIX COObLWeHUN, KOoTopble
pacnpenenaoTca B KOMMNbrOTepHOU ceTUu. O6bIYHO 3MEeKTPOHHBLIM MOYTOBLIU
AWUK BLIFNSAUT CReayrolwumM 06pasom: umsa_nonb3osatens@umsa_aomeHa.
Takxe Kpome Mepefaymu NPOCTOrO TEKCTA, UMeeTCa BO3MOXHOCTb Mepeaasathb
CPaMASIbL.

OcHosHbIe coBeTbl NO 6e3onacHoM paboTe C 3MEKTPOHHOU NOYTOM:

1. Hapo BbIbpatb NpPABUNMBLHBIA MOYTOBLIA CepBUC. B uHTepHete ecTb
OFPpOMHBLIU BbI6GOp 6eCcnnaTHLBIX MOYTOBLIX CEpPBUCOB, OAHAKO Syulle
AOBepATb TeM, KOrO 3Haellb U KTO NepBbIv B peUTUHre;

2.He ykasbIBaM B TMYHOM NOYTE JINUHYHO UHPOpMaLuo. Hanpumep, nydie
BbIOpATH "My3bIKANbHLIV_paHaT@" unu "pok2013" BmecTo "temal3";

3.Vcnonb3yi ABYX3TAMHYHO aBTOpU3ALMIO. 3TO KOrAa MOMUMMO NApOns
HYXHO BBOAUTL KOA, NpUCbLNaembIv no SMS;

4. Bb1bepu cnoxHbIW Naponb. [1ng Kaxaoro NOYTOBOrO AWMKA AOMXKeH 6bITb
CBOW HAAEXHBLIW, YCTOUUMUBLIN K B3NTOMY NAPOJIb;

5.Ecnu ecTb BO3MOXHOCTb HANMUCATb CAMOMY CBOW JIUYHBIXA BOMpOC,
WUCNOMb3yN 3Ty BO3MOXHOCTb;

6.Mcnonb3yih HeCKONbKO MOYTOBBLIX AWMKOB. TlepBbI ANS  4YACTHOU
Mepenuckn ¢ aapecatamm, KOTOpLIM Thl AoBepsellb. 3TO 3eKTPOHHbLIN
aapec He HAAO UCMOMb30BATL MPU PErnUCTPaLIMU Ha POPYMAX U CAUTAX;

7.He OTKpbIBAM (PAMNLI U Apyrue BROXKEeHUS B NMUCbMAX, AAXE eCSTU OHU
APUNKU OT TBOUX Apy3el. Jlyuwe yTOUHU Yy HUX, OTNPABASSU NN OHU
Tebe 37K pamnsr;



8.TTocne OKoOHYaHWA paboTbl Ha MOYTOBOM CepBUCe Neped 3aKpbITUEM
BKNGAKU C CAUTOM He 3abyab HaxaTb Ha BT,

KubepbynnuHr unu supTtyanbHoe usaesaresibCTeo

KubepbynnuHr - npecnefosaHue  COOBWEHUSMU,  COAPXKALLUMU
ockopbneHus,  arpeccuro,  3anyrueaHWe;  XynUraHCTBO;,  couUmanbHoe
60UKOTUPOBAHME C MOMOLLBLIO PA3NIUYHBIX UHTEpHET-CepBUCOB.

OcHosHble coseTbl No 6opbbe ¢ kubepbynnuHrom:

1. He 6pocatica B 60on. Jlyuwun cnocob: nocosetoBaTbca Kak cebs sectu u,
ecrnin HeT TOro, K KOMy MOXHO 0bpaTuTbCs, TO BHAYaAse YCMOKOUTbLCS.
Ecnu TbI HauHewb oTBeYaTb OCKOpbneHUamMu Ha ockopbneHus, To TONbKO
ele 6onblue pasoxxellb KOHPUKT,

2.Ynpasnau csoen kubeppenytaumen;

3. AHOHUMHOCTb B CeTU MHUMas. CyLLeCTBYFOT CMOCO6LI BbIACHUTbL, KTO
CTOUT 3G GHOHUMHBIM GKKQYHTOM;

4.He ctouT BeCTU XYNUTaHCKUM 06pas BUPTYANbHOU XU3HU. MHTepHet
(PUKCUPYET BCe TBOU [EUCTBUS U COXpaHseT ux. YaanuTb ux byaert
KpaiHe 3aTpyAHUTESbHO;

5.Cobnroaan cBOFO BUPTYASbHYHO YeCTb CMONOAY:;

6.UrHopupy¥ eauHUuYHbIM  Heratue. OpHOpasoBble OCKopbUTenbHbIe
cooblieHus nydwe urHopuposatb. O6bIYHO arpeccus npexkpaliaeTcs Ha
Ha4yanbHOM cTaAUuU;

7.baH arpeccopa. B nporpammax obmeHa MrHOBEHHLIMU COObLLEHUSMU, B
COUMANbHLIX CeTaX eCTb BO3MOXHOCTb  6JIOKUPOBKM  OTMpPABKMU
coobLeHU ¢ onpeaeneHHbIX aApecos;

8.Ecnu TbI cBUAeTenb kMbepbynnuHra. TBOU AeUCTBUS: BBICTYNUTb NPOTUB
npecneposaTtens, MOKA3aTb emy, YTO ero AelCTBUS OLEeHUBArOTCS
HeraTUBHO, NOAAEPXAaTb XepTBy, KOTOPOW HyXHA NCUXONOrUYecKas
MNOMOLLb, COOBLUTL B3POCIBIM O (PAKTE ArpeCCUBHOMO NoBeAeHUa B CeTu.

MobunbHbIA TenegoH

CoBpemeHHbIe CMAPTOHLI W NNAHWeTLI cofepxaT B cebe BnosHe
B3POCMLIA  (PYHKLUMOHAN, U Temepb OHU MOFYT KOHKYpUpOBaTb  CO
CTALMOHAPHLIMU KoMnbroTepamu. OfHAKO, CpeACTB 3aWMUTHI AN MOAOOHBIX
YCTPOUCTB MOKA OYeHb Mano. TecTUpoBaHUE U MOUCK YS3BUMOCTeH B HUX
MPOUCXOAUT He TaK WHTeHcuBHO, Kak ana TTK, To xe camoe Kkacaetca U
MOBUNBHBIX MPUNOXEHUMN.



CoBpemeHHbIe MoObuUInbHbIe 6paysepbl YyxXe MNPAKTUYECKU AOTHANU
HaCTONbHbIE aHANIOrM, OAHAKO paclumpeHue (PyHKUMOHANa BnevyeTt 3a cobois
60nblYHO CNOXHOCTb U MEHbLUYHO 3aLMULLEHHOCTb.

Hanexko He BCce Npou3BOAUTENIN BbIMYCKAFOT OBHOBMEHUS, 3aKpbIBarOLMe
KpUTUYECKUe YSI3BUMOCTU ANS CBOUX YCTPOMCTB.

OcHosHbIe coseTbl Ana 6e30nacHOCTU MOBUNBHOro TenegoHa:

Huyero He gasnsercsa no-HacTtoswemy becnnaTtHbIm. Bbyab ocTtopoxen,
BeAb Koraa Tebe npeanararoT 6ecnnaTHLIA KOHTEHT, B HemM MOryT O6bITb
CKpbITLI KaKMe-TO NJIaTHbIE YCNyru;

Odymani, npexpe yem otnpasute SMS, @OTO unu BuAeo. TbI TOYHO
3HaelWb, rAe OHW b6yayT B KOHEeYHOM utore?

Heobxoanmo 0bHOBNATL ONepaLUOHHYHO CUCTeMy TBOero CMAapTEOHa;

Ncnonb3yu aHTUBUPYCHbIE NPOrpaMMBI AN MOBUNbHBIX TenegpoHOB;

He 3arpyxai npunoxeHus oT HeU3BeCTHOrO UCTOYHUKA, BeAb OHU MOTYT
copepxaTb BpeAOHOCHOe NporpammHoe obecneveHue;

TTocne TOro Kak TbI BbIMAelWb C CAUTA, TAe BBOAUN JIUUHYHO
WH(OpMALMO, 3aMAM B HACTPOUKK b6paysepa v yaanu cookies;

TTepuoaumyecku nposepsaid, Kakve NATHbIE YCNYrU AKTUBUPOBAHLI Ha
TBOEM HoMepe;

[asavi cBOM HOMep MOBUNBHOTO TenemoHa TONbKO NFOASM, KOTOPLIX Tbl
3Haelb U KOMY AOBepseLlb;

Bluetooth ponxeH 6bITb BbIKNFOYEH, KOFAa ThI UM He nonb3yelwbca. He
3a6bIBAM MHOTAQ NPOBEPATH 3TO.

Online urper

CoBpeMeHHbIe OHMAWH-UTPbL - 3TO KpACOYHbIe, 3aXBaTbIBArOLLME
passfieyeHus, obbeanHaroWMeE COTHU THICAY YenoseKk no Bcemy mupy. Nrpoku
nuccneayroT AGHHLIN UM MUp, O6LLArOTCA ApYr C APYTrOM, BLIMOJSHAFOT 3a4aHUS,
CPAXaAOTCA C MOHCTPAMMU U MOSYYaroT OMbIT. 3a YAOBONLCTBUE OHU MNATAT:
MOKYNaroT AUCK, ONNAYUBAOT ABOHEMEHT Unu NpUobpeTaroT Kakue-To onuuun.
Bce 3Tn cpeacTBa MAYT Ha NoAfepXkaHUE U pasBUTUE UMPLI, A TAKXKE HA Camy
6e30NacHOCTb: COBEpLUEHCTBYHOTCS CUCTEMbI aBTOPU3ALMU, BLIMYCKAHOTCS
HoBble naTuM (UMpOBbIe 3anNNATKM  ANS  MPOrpamMm),  3aKpLIBAHOTCA
ySI3BUMOCTU CepBepos.

B nonobHbIX urpax CTOUT Onacatbcs He CTONbKO CBOUX COMEpHUKOB,
CKONbKO KpaXxu TBOero naporss, Ha KOTOPOM OCHOBAHA CUCTeMa aBTOpU3aLMUU
60nbLWUHCTBA UFp.



OcHosHble coseTbI MO 6e30NacHOCTU TBOErOo UrpPOBOrO GKKAYHTA:

1. Ecnu ppyrom urpok Beaet cebs Nnoxo unu cosaaeT Tebe HenpuUATHOCTY,
3a611OKUpYV ero B CNUCKe UTPOKOB;

2.TToxanyvica aAMUHUCTPATOPAM WUrPbl HA NJSIOXOe MoBefeHue 3TOro
UrpoKa, XenatesnbHO NPUNOXUTL KaKMe-TO [AoKasaTenbCTBa B BUAe
CKPUHOB;

3.He yKa3bIsa NMUYHYHO UHEPOPMALIMKO B NPOPAMIIE UTPLL;

4.YBaxaw Apyrux y4aCTHUKOB MO Urpe;

5.He yctaHaBnuBav Heo@UUUanbHbIE NATYU U MOAbI;

6.Ycnonb3yw cnoxHoie u pasHbie NApoNu;

7.daxe BO BpeMs Urpsbl He CTOUT OTKNFOYATb aHTUBUPYC. TTOKa ThI UrpaeLlb,
TBOW KOMMbFOTEP MOTYT 3apa3uTh.

SUWMHI UNU KPAXA JIUYHBIX AGHHBIX

O6bIUHOM Kpaxeu AeHer U AOKYMEHTOB CeroaHs yXe HUKOro He YAUBULLD,
HO C Pa3BUTUEM UHTEPHET-TeXHONMOTUU 3NMOYMBILWEHHUKU NepeMecTUNUCL B
WHTEpHeT, U NPOAOSIKAFOT 3aHUMATLCS "NFO6UMBIM" fenom.

Tak nossunacb HoBas yrposa: UHTEPHeT-MOLLIEHHUYECTBA UMY (PULLINHT,
rJIGBHAA Lieflb KOTOPOrO COCTOUT B MOJTyYeHUU KOH(PUAEHLMUASIBHBIX AGHHBIX
nosib3osatenen - NOrMHOB U naponen. Ha aHrnuvickom saseike phishing
umTaeTca Kak puwuHr (ot fishing - pebHas noens, password - naponb).

OcHosHbIe coBeTbl NO 60opbbe € PULIMHIOM:

1. Cnepu 3a cBoum akkayHTom. Ecnu TeI nopospesaelwsb, UYTO TBOS aHKeTa
6bInia B3NOMAHA, TO HeobxoAuMO 3abnoKUpoBaTb ee U  CoobwmTb
AAMUHUCTPATOPAM pecypca 06 3TOM KaK MOXHO CKopee:;

2.hcnonb3yn 6e3onacHbie Beb-CauiTh, B TOM YUCIE, UHTepHeT-MarasuHos
W MOUCKOBBLIX CUCTEM;

3./cnonb3yii crnoxHele U pasHble Naponun. Takum obpasom, ecnm Tebs
B3MTOMGHOT, TO 3JIOYMBILWMEHHUKM NOSydaT AOCTYN TOJIbKO K OAHOMY
TBOEMY NPOPUIIFO B CeTU, a He KO BCeM;

4.Ecnv Tebs B3nomanu, TO HeobxoauMoO npenynpeauTb BCeX CBOUX
3HAKOMBIX, KOTOpble AobaBneHbl y Teba B Apy3bax, O TOM, 4TO Tebs
B3NTOMASIU U, BO3MOXHO, OT TBOEro umeHu byaeT paccbLnatbca CNam U
CCBLNKU HA (PULLNHTOBbIE CAMTHI;

5.YcTaHoBu HaaexHbIM naponb (PIN) Ha MO6GUNbHBIN TenegoH;

6. OTKNHOUM coxpaHeHWe napons B bpaysepe;



7.He OTKpbIBAM (PAMNLI U Apyrue BNOXeHUS B MUCbMAX, AAXe eClU OHU
ApULNKU OT TBOUX Apy3el. Jlyuwe yTOUHU Yy HUX, OTNPABSSAU JIN OHU
Tebe 37U amnsl.

Lugpposasa penyraums

Liucppoeas penyTtaums - 370 HeratMBHAsS UM NO3UTUBHAS UHPOPMALIUA B
ceTn o Tebe. KomnpomeTupytollas UHPOpMaLUS, pasmellieHHas B UHTepHeTe,
MOXeT Cepbe3HbIM 06pasom OTpasUTbCAa Ha TBOeW peanbHOM  XU3HWU.
"Linppoeaa penyTtaumsa” - 3TO TBOU UMMUAX, KOTOPLIA (POpMUPYeTCS U3
WHpopmaumm o Tebe B UHTepHeTe.

Tsoe MecTO XuTenbcTea, Yy4yebbl, TBOE (PUHAHCOBOE MOSOXeHue,
0COb6eHHOCTU XapakTepa U pacckasbl O 6nMU3KMX - BCe 3TO HAKAMNSUBAETCS B
ceTw.

MHorve noapOCTKU NErKOMBICNIEHHO OTHOCATCS K My6nukaumm JINYHOM
WUHpopmaumm B NHTepHeTe, He NOHUMAS BO3MOXHLIX MOCNeACTBUM. Tl Aaxe
He CMOXellb A0raaaThCs O TOM, UTO poTOrpagpus, pasmelleHHasa 5 net Hasaa,
€Tana NpUYMHOU OTKA3a NPUHATL Tebs Ha paborTy.

KommeHTapum, pasmelleHne TBOUX (POTOrpagUA U Apyrue AencTBuS
MOTYT He UCYe3HYTb Aaxe Mocie TOro, KaK Thl UX YAANMULWb, ThI He 3Haellb, KTO
COXPAHUN 3Ty WHEPOPMALMUIO, MOMANA JIM OHA B TMOUCKOBbLIE CUCTEMBI U
COXPAHUNACL NU OHa, a FIaBHOe: YTO MOAYMAOT O Tebe OKpyxarowme nroau,
KOTOpble HAUAyT U YBUAST 3TO. HaUTU UHPOPMALMFO MHOrO neTt cnycTs
CMOXeT NnrboM - Kak U3 [fobpbix nobyxAeHUM, TaK U C HamepeHuem
APUUUHUTL Bped. ITO MOXeT bbITb KTO YroaHO.

OcHosHbIe coBeTbI MO 3dlWmTe LMPPOBOU penyTauumm:

1. TToayman, npexpe yem uto-TO nNybnukosatb U nepenasatb y cebs B
6nore unu B cOUUANbLHOM ceTu;

2.B HacTtpolikax npoguns YCTAGHOBU OrpaHUYeHUs Ha MNpPOCMOTP TBOEro
NPOPUNA U ero COAepXUMOro, CAenaim ero Tonbko "ans apysen”;

3.He pasmela u He yKa3bIBAM UH(POPMALIUKO, KOTOPAsS MOXeT KOro-nmbo
ockopbnaTh N obuxatb.

ABTOpCKOe npaso

CoBpemeHHbIe LWKONMbHUKU - AaKTUBHbIE MOSb30BATENU  LUPPOBOro
npoctpaHcTea. OAHAKO AAGNeKO He BCe 3HAKT, YTO MOJSb30BAHWE MHOMUMU
BO3MOXHOCTAMU  LUUPPOBOrO  Mupa TpebyeT cobnroaeHus npas  Ha
WHTENNeKTyanbHyHo cO6CTBEHHOCTD.



TepmuH "WHTennektTyanbHaa cob6CTBEHHOCTL! OTHOCUTCA K PA3SIMYHBIM
TBOPEHUSIM YenoBe4yeCKOro yma, HauuHas C HOBLIX U306peTeHUM U 3HAKOB,
0603HaYaroWmMX COBCTBEHHOCTb HA MNPOAYKTHI U YCAYrU, U  3aKAHYMBAS
KHUramu, POTOrpacpPUIMM, KMHOPUIIbMAMU u MY 3bIKANIbHBIMU
npou3sseaeHUIMuU.

ABTOpCKMe Mpasa - 3TO MpABA HA UHTeNNeKTyanbHyro cO6CTBEHHOCTb Ha
npousseaeHUs HayKu, NUTepaTypsl U UCKYCCTBA. ABTOPCKUE Mpasa BbICTYNArOT
B KayeCTBe FapaHTUU TOro, YTO UHTENJSIeKTYasbHbIN/TBOpYECKUIM TpyA aBTOpa
He 6yaeT HanNpacHLIM, AACT emy ChpaBeASIUBbIe BO3MOXHOCTU 3apaboTaTtb Ha
pe3ynbTaTax CBOero TpyAad, NOMyuYuTb U3BECTHOCTb U MpusHaHWe. HukTo 6es
paspelweHnUs aBTOpa He MOXeT BOCMPOU3BOAUTL ero npousseaeHue,
pacnpocTpaHaTb, Ny6NIUMYHO AEMOHCTPUPOBATH, MPOAABATb, UMMOPTUPOBATD,
Myckatb B MAPOKAT, AY6NUYHO UCMONHATb, MOKA3bIBATL/UCMOSIHATE B 3pupe
WUnu pasmellatb B MHTepHerTe.

Ncnonb3sosaHue "nupatckoro" nporpammHoro obecnedyeHus moxeT
NPUBECTU K MHOTUM PUCKAM: OT NOTepu AAHHBIX K TBOMM GKKAyHTaM Ao
6TOKUPOBKU TBOErO YCTPOWCTBAG, FAe YCTAHOBSIeHa HenerasibHas nporpamma.
He ctouT Taxkxe 3a6bIBaTb, YTO CyLLeCTBYHOT neranbHble U becnnatHble
NPOrPAMMBI, KOTOpbIE MOXHO HAUTU B CETU.

O noprtane
CeTeBUYOK.pE - TBOW FNABHLINA COBETYUK B CeTU. 3AecCb Tbl MOXellb y3HaTb O
6e30NacHOCTU B CETU MOHATHLIM U AOCTYMHLIM S3bIKOM, @ NMPU BO3HUKHOBEHUU
KPUTUYECKOU cUTyaumm obpatuUTbCs 3a COBETOM. A TAKXe MPUHATL yyacTue B
KOHKYpPCAxX U CTATb CAMBIM LIUGPPOBLIM MpaxAaHUHOM!



https://сетевичок.рф/
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